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Verifying the right access to data and resources NOW PART OF netwrix

Controlling access to unstructured data stored in File Systems has been a challenge all companies have faced,
but few have conquered. These repositories often contain business critical and sensitive information and are
continuing to grow each day. Ensuring users have only the access they need to do their job and that this access is
reviewed and governed is vital in order to secure a company's digital assets.

Governance workflows are a business strategy to ensure and verify appropriate access between business users
and their data. Business owners verify access, and inform IT staff of any necessary changes. This verification is an
ongoing process, that should be conducted often enough to keep up with the needs of the business. Stealthbits
provides several workflows to facilitate this process.

GOVERNANCE WORKFLOWS

ENTITLEMENT REVIEWS

]

l_-_@ Periodic reviews of user entitlements are integral to any business in order to ensure that the right
people have access to the right data, without exposing data unnecessarily. Being able to perform
these reviews in a streamlined manner is necessary in order to keep up with the regular growth and
change most organizations experience, both in terms of data and personnel. A consistent entitle-
ment review process enables organizations to maintain data security by regularly monitoring and
remediating excessive permissions. With Stealthbits, the right people review the right access, with
relevant context to make good decisions, all from a simple to use web browser interface.

SENSITIVE DATA REVIEWS

- Q A Sensitive Data Review starts with Sensitive Data Discovery. Access to sensitive data that is stored
in applications and databases is relatively easy to manage. But once data is exported, analyzed, pro-
cessed and emailed, it gets much more difficult to control. Stealthbits enables sensitive data discov-
ery across the enterprise no matter where it's stored. The data owner can then conduct a thorough
review to determine if it is in fact sensitive, and to make a determination of how the data should
be handled. Can the data be deleted? Archived? Moved to a more secure location? With Stealthbits,
you have full control.

(@) OWNERSHIP ASSIGNMENT REVIEWS

q@ The StealthAUDIT Management Platform offers visibility into the necessary data points to provide

proven ownership workflows to identify probable owners based on content ownership, common
managers, and user activity events, while providing a streamlined approach to confirm ownership,
making sure the right people have been put in charge of important access decisions.
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PERMISSION REVIEWS

Vv - In many cases, a thorough Entitlement Review may turn up situations where users need access and
have access, but they don't need full administrative access to resources. A permissions review asks
the questions: Does this user have more permission on this resource than they need? Is read-only
access sufficient for them to do their job? Does their permission level pose an undue level of risk to
the business? With Stealthbits, permission reviews are comprehensive and efficient to guarantee
that users have access to the information and resources that they need to do their job, without
excess permissions.

OOO GROUP GOVERNANCE

{Q} Active Directory group membership is a powerful and efficient means to control access to
information and resources, both at the AD Domain level and at the Windows desktop and server
levels. Membership in security groups and admin groups allows super user levels of access making
group membership an important part of Data Access Governance. StealthAUDIT automates the
discovery and auditing of access provided by group memberships and allows for the identification
and remediation of excessive privilege granted by those memberships.

(o) SELF-SERVICE ACCESS REQUESTS

Q:e With sensitive data identified and controlled, access rights carefully managed, permission levels
and group governance verified, end users need a way to request access to data and resources as
the needs of the business change. Self service access requests via StealthAUDIT offer an automated
and fully documented way for users to request access to resources and data that they need. A
simple browser interface allows end users to request access from the data or resource owner for a
specified level of access for a specified amount of time. Once approved the end user is notified and
can begin work immediately.

Resource Review

B You are reviewing: Access B \\SBNJFVPMI\Marketing

[E save Changes

& Administrator

& Esther Hainsworth Director of Marketing

& Fannle Packalau SEO Analyst Indirect
& Farrah Vijayan Direct
& Lars Fedra Marketing Analyst Indirect
None: No domain login for 60 days

& Ofiver Queen Director, Product Managem Indirect

& Willa Duffy Product Manager Indirect
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NEXT STEPS

Stealthbits.com/demo

" 2] Schedule o demo

1 Download a free trial

lb_ Stealthbits.com/free-trial

Contact us
info@Stealthbits.com

IDENTIFY THREATS. SECURE DATA. REDUCE RISK.

Stealthbits Technologies, Inc. is a customer-driven
cybersecurity software company focused on protecting an
organization’s sensitive data and the credentials attackers

use to steal that data. By removing inappropriate data access,
enforcing security policy, and detecting advanced threats,
our highly innovative and infinitely flexible platform delivers
real protection that reduces security risk, fulfills compliance
requirements, and decreases operational expense.
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